[image: image1.jpg]Sreenidhi Institute of Science and Tm:hnnlngy

AUTONOMOUS






Sreenidhi Institute of Science and Technology

(An Autonomous Institution)
Code No: 5FC11    






                Date: 15-May-2019 (AN)
B.Tech IV-Year I-Semester External Examination, May-2019 (Supplementary)

Information Security (CSE and IT)
Time:
3 Hours







                    Max.Marks:75

 
Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	What is the difference between passive and active security threats?


	[3M]

	2.
	Why is the middle portion of triple DES a decryption rather than an encryption?
	[3M]

	3.
	Differentiate simple and secure authentication dialogue in Kerberos v4? 

	[3M]

	4.
	List the services are provided by IP security.   





	[3M]

	5.
	What protocols comprise SSL?







	[3M]

	6.
	What metrics are useful for profile-based intrusion detection? 


	[2M]

	7.
	List the three approaches to message authentication.




	[2M]

	8.
	What the requirements that must be fulfilled by public key cryptography for securing 
data in network?
	[2M]

	9.
	What is the difference between statistical anomaly detection and rule-based intrusion
detection?
	[2M]

	10.
	List four techniques used by firewalls to control access and enforce a security policy.
	[2M]











Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	List and define categories of security services.
	[5M]

	
	b)
	Describe the Internet RFC Publication Process.
	[5M]

	
	
	
	

	12.
	a)
	Describe Advanced Encryption Standard with neat sketch.                              
	[6M]

	
	b)
	Explain the procedure of key distribution in conventional encryption algorithms. 
	[4M]

	
	
	
	

	13.
	a)
	Explain Diffie-Hellman Key Exchange algorithm with an example.
	[5M]

	
	b)
	Justify why S/MIME is a security enhancement to MIME internet e-mail format standard.
	[5M]

	
	
	
	

	14.
	
	Explain the roles of the Oakley key determination protocol and ISAKMP in IPsec?
	[10M]

	
	
	
	

	15.
	a)
	Discuss in detail about Secure Electronic Transactions.                                                         
	[5M]

	
	b)
	Explain the threats on the web and the consequences and counter measures?  
	[5M]

	
	
	
	

	16.
	a)
	Explain circuit-level gateway? List its merits.
	[5M]

	
	b)
	Describe the working principle of NIDPS.     
	[5M]

	
	
	
	

	17.
	a)
	Discriminate how buffer overflow is categorized under software weakness?
	[3M]

	
	b)
	Enumerate the principles of conventional encryption algorithms?                 
	[3M]

	
	c)
	Give brief notes on X.509 certificate?                                                             
	[4M]

	
	
	
	

	18.
	a)
	What is the difference between transport mode and tunnel mode?
	[4M]

	
	b)
	Write notes on Encapsulating Security Payload.                            
	[3M]

	
	c)
	List and briefly define three classes of intruders.                            
	[3M]
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